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The platypus has been adopted by the Australian 
Federal Police as a symbol representing the diverse 
requirements placed on members in the execution 
of their duties. 

This unique and tenacious Australian animal is a 
survivor against increasing pressure from today’s 
environment. It leaves no stone unturned in its 
daily pursuits and has equipped itself with a range 
of features to adapt to changes over many years. 

It is capable of passing unnoticed if required, yet 
it demonstrates an unfailing dedication to explore 
all possibilities in an effort to maintain its special 
place in Australia’s environment. 

Although generally a peaceful animal, the 
platypus is able to defend itself, if necessary, 
with a venomous spur. This is done, at times, 
against larger and more powerful opponents—a 
quality admired and respected by members of the 
Australian Federal Police. 


Editions of Platypus are now also available 
online at platypus.rvrapid.com 
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precinct of the AFP’s new 
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USE YOUR SKILLS 

FOR GOOD 


The AFP’s Digital Surveillance Collection function is establishing a 
Register of Interest for skilled and experienced hardware engineers 
and software developers for vacancies in our Canberra office. 

Digital Surveillance Collection provides technical support and 
capability to AFP operations through the development and delivery 
of digital surveillance solutions. Digital Surveillance Collection’s 
mix of highly skilled software, hardware, data, communication and 
project management specialists provides a unique capability in 
terms of addressing the increasing challenges technology presents 
to law enforcement. 

Interested in using your skills to make a difference? 

Visit www.afp.gov.au to find out more. 


Tech specialist jobs. 

Apply here 
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Commissioner’s 

Message 



Watch a video message 

by AFP Commissioner Andrew Colvin. 


Welcome to Edition 121 of AFP Platypus Magazine. 

2016 has been a busy year with milestone events such as 
the release of the Cultural Change Report and the official 
opening of the world-class AFP Forensics Facility at our 
Majura complex in Canberra. 


and commitment. The biggest issue with facing these 
challenges come from within. If we are not open to change, 
open to diversity, open to new thinking, we run the risk of 
falling behind in our aspirations to be the best police force 
possible, and not reaching our full potential. 



As we look to 2017 I am confident it will be another 
significant year for the AFP as we work toward 
implementing a strategy that takes us forward into the 
future. Planning is still in its final stages of development, 
but we should look forward to a web site in 2017, which 
will provide an interactive look at the events, issues and 
advances likely to shape future policing. 

The feedback and input received as part of the Future 
Directions project has already helped to shape much of the 
current thinking of myself, and the AFP Executive, about 
the future needs of the AFP and is informing our ongoing 
discussions with government. 

We are not about predicting the crimes of the future. It is 
about looking forward and informing the AFP of the types 
of challenges likely to impact on Australia and Australian 
interests, thereby helping to position the AFP to continue to 
combat our future challenges and to be a law enforcement 
leader nationally and internationally. 

Our challenges are many and varied - technology, 
globalisation, complexity of crime and law, failed states, 
adaptability and resourcefulness of organised criminals, and 
alike. The list is long, but we should not focus on any one 
particular impact. We need to build on the strengths we have 
now, and develop the capabilities we need for the future. 

No one skill, no one person and no one issue will overcome 
the challenges we will face. It requires a clarity or purpose 


That said, this edition of Platypus showcases some 
of the memorable AFP moments for 2016. First of all, 
congratulations to Assistant Commissioners Shane 
Connelly, Mandy Newton and Rudi Lammers as they 
separate from the AFP Family after an aggregate of almost 
100 years of law enforcement excellence. 

The update on the Cultural Change Report highlights 
the great work already accomplished by Assistant 
Commissioner Ray Johnson and the Reform, Culture and 
Standards team in making the AFP a more equitable, 
diverse and inclusive workforce. 

Congratulations are also in order for Assistant 
Commissioner Justine Saunders who took up the role of 
Chief Police Officer of ACT Policing - the ACT’S community 
policing organisation. I wish Justine well and know that she 
will do an amazing job. 

This edition also showcases the incredible capabilities that 
the AFP’s new Forensics Facility brings to the organisation. 
The centre has already exceeded expectations and is one 
of the world’s leading forensics centres of excellence. 

I hope you enjoy this edition of AFP Platypus Magazine. 



Commissioner Andrew Colvin 
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The new Reform, Culture 
and Standards portfolio 
has taken its first steps 
in support of the AFP’s 
cultural change. 



Reform Manager Sue Thomas 
will oversee the growth of 
Culture Change Initiatives. 


4 


AFP PLATYPUS MAGAZINE December 2016 





The art of change 


“There is no science to it, but I’d like to bring some art to it,” 
says AFP National Manager Reform, Culture and Standards 
(RCS) Ray Johnson. Assistant Commissioner Johnson was 
appointed as the head of the newly created RCS to lead the 
AFP’s workforce reform following release of the Cultural 
Change Report on 22 August, 2016. 

Assistant Commissioner Johnson says the Cultural Change 
Report told the AFP something about the challenges 
regarding its organisational culture, particularly in the areas 
of bullying and harassment. “It told us that things aren’t as 
good as they could be. It also tells us that broader diversity 
in the organisation is probably not where it should be 
either.” 

As many of the AFP senior leadership have said, the report 
wasn’t an easy read for anyone. While there were many 
positives, it also highlighted some disturbing truths that the 
AFP as an organisation must face in driving gender equality, 
diversity and inclusion. 

“I don’t think I’m alone in saying that we, the executive, were 
a little bit shocked,” Assistant Commissioner Johnson says. 

“I think we expected the report to tell us stuff we mightn’t 
like to hear.” But he says the Cultural Change Report is now 
an opportunity to look forward. “If just one of those stories 
is correct, is that good enough? Even if you discounted the 
statistics by half - would that be good enough? I think the 
answer is, no. 

“So I think you’ve got to say ‘let’s just take the report - as 
a whole - as a chance to say that from now on we have got 
to be different and do things better’. Doing nothing is not 
an option.” 


Although still in its early stages, RCS already has taken 
its first steps to support cultural change. RCS is building 
a system of capabilities to support future work within the 
portfolio. Manager Reform Sue Thomas will oversee the 
three following capabilities: 

• Safe Place will provide holistic support and advice to 
serving and former AFP members experiencing, have 
experienced or who are aware of sexual assault, sexual 
harassment, serious bullying and harassment within 

or connected to the workplace. It will complement the 
existing Confidant Network. 

• Reform Initiatives is dedicated to implementing the 24 
recommendations from the Cultural Change Report and 
developing strategies to reform AFP culture. 

• Workforce Engagement is focused on influencing 
change in the AFP by implementing a range of education 
and awareness strategies. The team will influence 
these changes through staff engagement, ‘Respectful 
Workplace’ values discussions, case studies and 
prevention studies. 

Assistant Commissioner Johnson says changing culture 
and implementing reforms will take time. Fie highlights 
that the author of the report, former Sex Discrimination 
Commissioner Elizabeth Broderick, stressed that the AFP 
not rush this process. He points to the Safe Place initiative 
as just one early initiative to take the AFP forward. 

“Safe Place was a recommendation of the Cultural 
Change Report ,” he says. “It is a response to bullying 
and harassment, sexual assault and sexual harassment 
and the experience of victims. We have done our best to 



Ray Johnson says 
significant culture 
change can be made 
in the short term. 
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learn from other organisations who have implemented 
similar programs. But we have to make it work for our 
organisation.” 

“And it is working. People are calling and we are doing 
our best to make sure we can help them. Whist it is 
work in progress - The Safe Place is aimed at supporting 
staff and assisting them with finding options to address 
their particular issues whilst ensuring natural justice for 
all parties.” 

But Assistant Commissioner Johnson says that strategies 
can only achieve so much. Ultimately, successful change 
will come down to people. Members are rightly proud of the 
AFP and the AFP is highly regarded by the Australian public. 
At the core of its success is the quality of the AFP people. 
This reform is about making the AFP as greater place to 
work as possible for all people so we get the best out of 
everyone. Fie says it is now up to us all to become active 
partners in bringing about cultural change. 

“One key question for the organisation, is do people value 
respect? What does respect look like to people?” 

“What respect means to me is that I value you as human 
being, for your personal identity, values, experiences, views 
and culture whilst caring about you - you are someone who 
is deserving of respect, simply by being human. There’s a 
level of respect humanity deserves. Everyone is entitled 
to that. 

But Assistant Commissioner Johnson says that there is an 
inherent “flip to that concept”. He says embedded in that 
concept of respect is that a person must ‘earn’ respect in 
some sense. That means that there is just one person’s view 
on how another person must behave before a person is 
worthy of respect. 

“That means I have already put you in a frame,” Assistant 
Commissioner Johnson says. “That’s not an inclusionary 
version of respect, that’s an exclusionary version of respect. 
Respect is not something to be earned it is something that 
is deserved”. 

Assistant Commissioner Johnson says an important 
initiative to shape and inform these our reform work is the 
migration of the AFP’s Workforce Diversity networks and 
the Confidant Network. He says drawing on their expertise 
and experience in affecting change will be a major force in 
driving culture change. 


The future 

For Assistant Commissioner Johnson, it is a challenge close 
to his heart. “I am personally invested in the outcomes 
that the RCS portfolio can deliver for the AFP. What can 
we expect to see in the future? “There is no science to 
it,” Assistant Commissioner Johnson says. For Assistant 
Commissioner Johnson this is where the art comes into it. 

“Based on the experiences of other organisations, if you 
are getting success then you’ll start to see organisations 
look and feel a bit different in one to three years. Success 
is dependent on the senior executive to continue driving 
reform for the long term. Realistically, you are looking at 
10-15 years before the change has become wide spread and 
the underlying new organisational culture has stuck.” 

“If we don’t continue to go forward then the momentum will 
be lost, which has been the experiences of other people 
and organisations. So, three years? Yes you’ll get some 
change. The trick, of course, is that you just don’t know 
what change you are going to see in three years as it will 
come from the grass roots. We must also not lose sight of 
the fact that there are some really good things in the AFP 
culture that we need to retain. 

“I don’t want us to always have a conversation about the 
culture always being negative. Actually, it isn’t. There are 
some really positive things that came out of the report. 

You don’t want to lose the good while you are trying to fix 
the bad. 

“Your opportunities to keep an eye on that over the next 
two to three years means you can be a bit nimble but try 
not to lose the good with the bad and you’ll see it looks 
different in 15 years. In fact, if you would see it looks the 
same that would be unfortunate. It would make it very hard 
for us to be competitive in the future.” 

He says that in the short term we can make a significant 
difference. There are “important and simple things” that 
can be achieved in the next six-12 months. This includes 
the statement of commitment made by the AFP senior 
executive on 1 November, 2016. He says the AFP will need to 
continue work on Safe Place and make it successful. It will 
include building workforce engagement around the issues 
of change. 

“The key thing for the next six-12 months is to listen to each 
other, learn and reflect,” Assistant Commissioner Johnson 
says. “We need to start to align our thinking on the case for 
change. I think the senior executive will need to do that over 
the next while. 
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The Senior Leadership Group (SLG) is 
strongly committed to an ethical, values-driven 
culture that embraces diversity; inclusion 
and mutual respect. Starting with us, we 
want to ensure that this is championed and 
practiced across the organisation. Whilst we all 
understand this as a moral imperative we must 
also appreciate that diversity and inclusiveness 
go to the heart of our capability as an effective, 
future-ready police organisation. 


The SLG recognises that: 

• Increased workforce diversity in all its forms 
is fundamental to: our future capabilities and 
effectiveness; our ability to innovate and deliver; 
and our ability to properly represent the community 
we serve. 

• Open and inclusive employment practices free 
from bias, maximises the attraction and retention 
of talented people from all groups within 

the community. 

• Lack of respect for diverse groups and for diverse 
thinking, particularly by our leaders, diminishes 
innovation and creates a culture where workplace 
conflict, bullying and harassment can grow. 

• Strong and courageous leadership at all levels 
of the AFP is vital to ensuring that the AFP 
builds and maintains a respectful, diverse and 
inclusive culture. 

Therefore as a member of the SLG I will: 

• Proactively lead and champion a culture of 
diversity and inclusion and implement the 
recommendations of the Cultural Change: Gender 
Diversity and Inclusion in the Australian Federal 
Police report in collaboration with colleagues. 


STATEMENT OF COMMITMENT 
FOR CULTURAL REFORM 


“We must see reform as being more an imperative for our 
future and less a matter of compliance with the Report. It is 
our future to own and shape and we won’t meet our future 
challenges without getting the absolute most out of the 
diversity inherent in our people. To do so requires inclusive 
and constructive leadership. 

“We need to have those continued conversations that 
happen in the work place that you want to be positive but 
potentially challenged around what does our work place 
want to look like? What is different? 

Our first 12 months is to continually have discussions 
about what we think the organisation should look like and 
everybody gets to buy-in to that. That’s our critical first 
12 months.” 

Assistant Commissioner Johnson reiterates that all AFP 
members need to be involved in shaping the improved 
culture for the future. 

“How do we articulate it to others? How do we describe its 
importance? And as executive leaders, how do we describe 
it to people? Because we, as leaders, have to influence our 
members to think that it’s a good idea. 

“We could come up with our version of the future, but 
then how do we articulate that to the entire organisation 
to come to a common consensus about diversity and an 
inclusive culture. An ethical values driven diverse and 
inclusive culture is the only way we are going to survive as 
an organisation and innovate into the future. 


• Model the behaviours I expect of others in my 
own behaviours and leadership. 

• Identify, condemn and address behaviour which 
is not consistent with a culture of diversity, 
inclusion and respect. 

• Advocate for, and implement, the changes that 
are required to support a safe and respectful 
workplace. 

• Hold others to account for actions and decisions 
that are not consistent with a culture that 
embraces diversity, inclusion and respect. 

• Take action to understand the effects of 
conscious and unconscious bias and remove 
this from my decision making. 

• Seek feedback to understand and continuously 
enhance the impact of my own leadership. 


“Because that is what society is going to expect of us 
and that’s what we’ve got to reflect. That’s how we are 
going to combat the new crime and the new challenges of 
technology.” 


STATEMENT OF COMMITMENT FOR CULTURAL REFORM 

Senior Leedership Gmnp (SLG, in committed 
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Among 

equals 

You get the feeling that Ben Blakeney was always going 
to leave an impression. The Indigenous soldier, actor and 
police officer could turn his hand, and did, to any vocation 
that captured his imagination. 

As a soldier he served Australia on operations during the 
Malayan emergency. As an actor he was in every home¬ 
grown television production worth mentioning from the 
sixties and early seventies. But arguably his most important 
role was as the first Indigenous Commonwealth Police 
officer and mentor to those who would follow. 

He was drawn to service, whether the army or the police, 
where he was treated as an equal and judged according to 
merit. In his later life he was a mentor to Indigenous youth. 
At his funeral in 2003, there were three hats representing 
his service in the army, the police and the United Nations for 
his police deployment in Cyprus. 

A larrikin of the first order, he heard of the Commonwealth 
Police when he was working in steel production with BHP 
in South Australia. It was to be a unique application. As he 
applied to the police in his late 30s, his illustrious career as 
a soldier and actor was behind him. And so he came to the 
Commonwealth Police with impeccable credentials. 

“I went to see the Commonwealth Police in Adelaide. They 
took all my information and asked for character references. 

I thought to myself, ‘well, people who have said that if I 
needed a helping hand, just mention their name’. There was 
Gough Whitlam, Sir Asher Joel and Sir Robert Askin, so I put 
them down.” 

The application also requested any prior law enforcement 
experience. Ben is reputed to have listed his many roles in 
‘cop dramas’ such as Homicide, Matlock Police, Dynasty and 
Division Four in the application. 



» 

Ben Blakeney was 
the first Indigenous 
Commonwealth 
Police officer. 
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Ben continued his 
community service as a 
mentor and role model in 
the AFP’s Malunggang 
Indigenous Officers 
Network when it was 
raised in 1995. 




Ben was born in March 1937 as ‘Lavanda Gordon Blakeney’ 
at Crown Street Women’s Hospital in Surrey Hills, Sydney. 
He attributes the singularly unique name (particularly in 
that era) to his father. 

“I’m not saying that he might have been a bit ‘under the 
weather’ at the time, but how the Dickens would you come 
up with a name like Lavanda Gordon?” 

And Lavanda it was until he joined the army at age 18 in 
1955. Initially, he signed up for National Service, which was 
compulsory at the time. He was offered an exemption as 
he was Aboriginal but decided that he was just as good as 
anyone else, and chose to join his fellow recruits. 

He was originally known as ‘Van’ from the abbreviated 
Lavanda. During introductions by a fellow recruit, Van was 
mispronounced as Ven, which in turn was heard as Ben. 
“From there on I became Ben, Ben Blakeney, and from that 
moment on I haven’t looked back.” 

Ben transferred to the regular army after completing his 
national service and would continue in the army until 1964. 
From 1959 to 1961, he served with 101 Field Battery and it 
was during this time that he deployed on military service to 
the Malayan Emergency. 

After the army, he lived in the Blue Mountains west of 
Sydney. Acting on a chance comment at a military reunion, 


Even so, it was with the death of his mother, Ethel, in 1974, 
that acting lost its appeal. After three years in the steel 
industry Ben joined the Commonwealth Police. Two years 
later he successfully applied for deployment to Cyprus and 
he was back overseas. “It was the first time I’d been in a war 
zone, minus wearing a gun,” Ben said. 

“I was so pleased that I was wearing a blue beret. I was doing 
the same work as my counterparts. There was no colour bar 
or anything like that, which I was proud of.” 

During his posting to Cyprus the Commonwealth Police were 
transformed into the AFP. Ben was awarded a Police Overseas 
Medal to add to his military medals. On return to Australia, 
Ben resumed the role of AFP Protective Service Constable. 
With the creation of the Australian Protective Service (APS) in 
1984, Ben left the AFP and remained with the APS until 1991. 

When he retired Ben remained active in encouraging 
Indigenous employment in the AFP. He later played an active 
part as a mentor and role model in the Malunggang Indigenous 
Officers Network (MION) when it was raised in 1995. 

Throughout his life, boomerang throwing became a way for 
Ben to make new friends and teach people about Aboriginal 
culture. This includes governors-general Sir Zelman Cowan, Dr 
Peter Hollingworth and Sir Ninian Stephen. The latter asked 
Ben “If it lands in the lake does that mean I have to go get it?” 


Ben engaged an agent to find him television work. He was 
soon offered a part in one of Australia’s most popular police 
dramas, Homicide, which starred Leonard Teale and Les 
Dayman - both A-listers of the day. 

Teale told Ben, “Now, from here on in you’re no longer Ben 
Blakeney, you’re Jim Patterson, you’re an Aboriginal gardener 
and you’ve just found your boss stabbed to death in the bush. 

“You’ve called in the Homicide team, that’s me and my 
partner here. We’re not Leonard Teale, we’re not Les Dayman, 
we’re detectives from the Homicide Squad and you’re one of 
the suspects.” 

Ben said “from that moment on, line after line, it was just 
like a duck takes to water”. Ben also holds the distinction of 
playing Bennelong at the opening of the Opera House on 20 
October 1973. It was a proud moment on top of the tallest sail 
of the Opera House with an audience of 650 million people. 
For Ben it was more than just another role. “I represented a 
race, a country and a historical building.” 


Ben replied “Usually yes, but I’ll make an exception with you.” 

Ben also taught boomerang throwing to AFP police 
commissioners, UNESCO representatives, and hundreds of 
school children. It was for his community service that he was 
awarded the Order of Australia on 10 June 1994. 

Ben passed away on Sunday 28 December 2003 in 
Queanbeyan, NSW. So many people attended the funeral that 
people were standing outside to listen to the service. Ben was 
remembered for his community service, his ability to quickly 
form good friendships and for his big “golden smile”. 

His brother Eddie arranged to have the funeral in Canberra 
because Ben “loved Canberra and called it his city”. The 
funeral was attended by Commissioner Mick Keelty and ACT 
Chief Minister Jon Stanhope. Former Prime Minister Bob 
Hawke sent a representative. There among the wreaths of 
native flowers lay the three hats representing his service to 
the Australian community. 
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Assistant Commissioner 
Justine Saunders 
says it’s a real honour to 
lead ACT Policing as 
Chief Police Officer. 
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Coming 

home 

Assistant Commissioner 
Justine Saunders 
took up the leadership 
of ACT Policing 
on 8 November. 



When Assistant Commissioner Justine Saunders 
assumed the role of Chief Police Officer (CPO) of ACT 
Policing on 8 November, 2016, it was a bit like coming 
home. Assistant Commissioner Saunders joined the AFP 
in 1989 and spent her first 10 years of service with ACT 
Policing in community policing and detective roles. She says 
returning now as the head of the organisation is an honour. 

“I’m really excited. I started my career in ACT Policing and 
grass-roots policing is always something that has been 
close to my heart. To be able to go back and lead the great 
men and women that are ACT Policing is a real honour for 
me,” Assistant Commissioner Saunders says. 

“For a person who has grown up in Canberra and raised 
their family here it’s a special opportunity to be able to 
lead the policing agency responsible for keeping your own 
community safe. I am very privileged.” 

She say it “has been a long journey” from 1989 for the 
young Recruit Saunders who “had no aspirations to do 
anything more than community policing in the ACT”. 

But since her promotion to AFP Assistant Commissioner 
in 2012 she said she has “had her eye on the CPO job. 

“When Rudi Lammers assumed the role I told him I wanted 
to follow in his footsteps. It seems to me as I reflect on all 
that I have done, that I was on a path that would bring me 
back here. 


“The journey I’ve been on locally, nationally and 
internationally, including a role that focused on international 
peace and security with the United Nations, has provided a 
breadth of experience, and a depth of relationships which 
will hold me in great stead as I take on this new challenge. I 
am hoping to make a real difference as CPO.” 

Assistant Commissioner Saunders’ CV is impressive. She 
moved to AFP National in 1999 and leadership roles in 
transnational crime, drug importations, people smuggling, 
counterterrorism, fraud and intelligence. 

During 2004 and 2005, Assistant Commissioner Saunders 
was the Law Enforcement Liaison Officer to the former 
Minister of Justice and Customs. Following this role, she 
deployed to New York as the Australian Police Advisor, 
Australian Mission to the United Nations and represented 
Australia’s interests on strategic policing and UN 
peacekeeping issues. 

Assistant Commissioner Saunders became the Commander 
of Special References in 2009 where she oversighted 
investigations of politically sensitive referrals, war crimes, 
corruption, bribery of foreign officials, and offshore 
kidnappings of Australians. In 2010 she moved to the 
Counter Terrorism (CT) portfolio where she managed 
the AFP’s CT offshore and domestic counter terrorism 
responsibilities. 
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“Ultimately I want to ensure 
our people are connected 
and enthusiastic about 
coming to work each day” 


In October 2012 Assistant Commissioner Saunders was 
promoted to National Manager Policy & Governance, and 
led teams that work across all areas to deliver policy and 
strategic policy advice, performance analysis and audit 
services. 

In 2014 she assumed the position of Chief of Staff, 
which ensures effective AFP engagement with external 
stakeholders including the Government and the media, 
in addition to the AFP’s contribution to the development 
and implementation of government and strategic policy. 
Assistant Commissioner Saunders was performing the 
role of Deputy Commissioner Operations before her 
appointment as CPO. 

Assistant Commissioner Saunders is looking forward to the 
challenges of the new role. She says that nothing we do as 
law enforcement agencies is done in isolation and building 
relationships will be a primary objective, with a view to 
working together with the community, government and non¬ 
government organisations build on the strong foundations 
other predecessors. 

Supporting Commissioner Colvin’s workforce initiatives 
for the broader AFP is also a key priority. Assistant 
Commissioner Saunders is focused on ensuring ACT 
Policing is in step with the reforms necessary to ensure 
the workplace is a safe environment and one in which 
workplace harassment and bullying is not tolerated. 


“Flow do we develop the workforce, the capabilities and 
innovation we need to meet the complex challenges of ACT 
Policing in 10 or 15 years’ time? It is not going to be easy, but 
we can do it - together.” 

Assistant Commissioner Saunders says the challenge is 
ensuring the men and women of ACT Policing are actively 
engaged in identifying and supporting our program 
of reform. 

“Ultimately I want to ensure our people are connected and 
enthusiastic about coming to work each day.” 

AFP Commissioner Andrew Colvin says Assistant 
Commissioner Saunders has been an integral part of 
the AFP leadership group in her role as Chief of Staff and 
performing the duties of Deputy Commissioner Operations. 

“As CPO she will continue to play a vital role in the 
Executive Leadership Committee and provide leadership 
and influence across the organisation,” Commissioner 
Colvin says. 

“The role of CPO is critical in ensuring Canberra retains 
its standing of one of the world’s safest places to live and 
Justine was selected as a direct result of her exemplary 
leadership, commitment to community policing, effective 
government liaison skills and a well-rounded breadth of 
experience.” 
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NEW JHORI 

The AFP’s new Forensics 
Facility sets a global benchmark 
for forensic science. 
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The AFP’s new 
world-class facility 
is more than just 
a new building - 
it’s a powerhouse 
of innovation and 
expertise. 
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It was the sort of Eureka moment that you only dream 
about. The AFP’s digital forensics scientists were working 
on a problem they call ‘hardware forensics.’ Specifically, 
they were struggling with a high-end problem of physically 
cracking into devices, such as mobile phones, to access 
the chip and other information that could benefit an 
investigation. 

The scientists were discussing the problem during lunch 
in the AFP’s newly opened Forensics facility at its Majura 
complex. The new design intentionally features an open, 
expansive dining area at the end of ‘Main Street’, which 
links all laboratory areas on the ground floor of the 
new facility. 

The $106 million 
Forensics Facility 
was designed for 
integration and 
collaboration 


Watch a timelapse video 
showing the building 
being constructed 














X XX 
XX XXX 
x X x X x X 

: x x x x x x 
XXXxxxxxXx x 
XXXX xx x X x X X 
XXXXX x x x X X x 
X X X X X X X X XX X 




x x x x X x 
x x XX X x 
XXXXX x 

xxxxxx 
xxxxxx 
xxxxxx 

xXXXXXX X X X X 
X XXXXXX X x X X 

X x x x x X x X X x X 
xxxxxxxxXx xxx ><xxxx xX> 
XXXxxxxX xXXX X X X X XX> 

xXXXXx xXX* XXX XX/ 

XXXXXXXXx xXX - x x xX> 

xxxxxxxXXXx x X X XXX 

xxxxxxXxxxxX *XXXX 


XXxxxxXXXXXX> 

XXX xxx xxxxxx> 
XXXX xxx xxxxx> 

XXXXx X X xXXXX> 
XXXXX* X X xxxx> 
XXXXXXx xxx xx > 
XXXXXXXx x x x x > 
XXXXXXXX X X X X > 
XXXXXXXx x x x > 

<XXXXXXXx x x > 
XXXXXXXX x X > 

,.:xxxxxxxxx x > 
XXXXXX XX X X x x > 
XXXXX X X x x x x x > 
XXxxxxxxxxxx> 




XXXXXX 

xxxxXX 
x x xXXX x 
xxXXXx X 
XXXXX 

xxxxx x; 

XXXXX XX 
XXXX x X 



It was here that digital forensics specialists were discussing 
the possibility of high-specification laser capability. 
Coincidentally, an AFP member from the firearms armoury 
was having his lunch and overheard the conversation. 

The armoury routinely uses laser engraving technology 
on firearms and he suggested that perhaps this capability 
could be used to solve their problem? 

The rest is now part of the new Facility’s facility’s folklore. 
The two unrelated disciplines tested the idea and it worked 
perfectly to solve the problem. Of course, you could say it 
was one of those moments of synchronicity that, well, just 
happen. But that synchronicity is music to Acting National 
Manager Specialist Operations Dr Simon Walsh Chief 
Forensic Scientist Dr Simon Walsh’s ears. 

Collaboration and integration 

“We did this as a concept,” Dr Walsh says. “The capacity to 
get together with their colleagues and solve the problems 
they are working on has really been enabled by the way the 
building has been constructed,” he says. 

“We were only able to pilot that as a concept to a small 
degree before we moved in here - but pretty soon after we 
established that as a way of working at the new facility we 
realised there are ways we can take that even further.” 

The concept of integration and collaboration was built into 
the design of the facility from the earliest planning stages. 
Dr Walsh says the opportunity to start from scratch with a 
green field at Majura was the perfect opportunity for bigger 
and better facilities - but most importantly to breathe life 
into a new way of forensic practice for the AFP. 

“We knew when we set about that task that not only did it 
need to be right for now it needed to be right for 30 years 
down the track. So to have that problem from the start and 
come up with what we thought was genuinely going to be 
the best solution was a real benefit.” 

As Dr Walsh says, the results have already exceeded 
expectations. The new building has also been a catalyst for 
new partnerships and capabilities as the potential of the 
concept is taking on a life of its own. 


The purpose-designed laboratory facilities are state-of-the- 
art and world class. This has enhanced capability across the 
board from DNA profiling, digital forensics and analytical 
chemistry to document sciences and firearms examination. 
All these disciplines have a more advanced laboratory 
environment that enables the use of new technologies. 

The new facility has enabled new capabilities. Forensics 
is now working toward an Australian Quarantine and 
Inspection Service certification for parts of the laboratory, 
which was not possible before. This will enable the AFP 
to add ‘environmental provenancing’ to its capabilities. 
Forensics can examine soils and other organic matter to 
help determine where that particular matter has come from, 
which is an important new support to different operations. 

There is also a hazardous materials laboratory, which we 
didn’t have previously. This allows Forensics to synthesise 
and analyse small amounts of hazardous materials such as 
explosives, which means the facility can better support a 
range of investigations and enhances a national capability. 
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The search precinct 

But the heart and soul of the new facility is the search 
precinct. Dr Walsh says the opportunity to “start from 
scratch” offered the opportunity to revolutionise the 
Forensics work practice. 

“We killed a couple of sacred cows,” Dr Walsh says. 
Previously a more traditional work practice was applied, 
whereby each of the disciplines examined an item 
individually and sequentially. The investigator would drop 
oft items for examination. As the item went from each 
discipline to the next, a body of information would build, 
but in isolation of each other and to the investigator. 

“In a more detailed sense, we designed our laboratory 
around what we call the search precinct, where the different 
specialisations can work together collaboratively. This has 
proven to be a success and it directly correlates to the more 
timely and effective operational support that we are here to 
provide.” 


The new facility has purposely changed all that. Items 
are received at the Forensic Operation Centre, where the 
investigator consults with the search team about the 
investigation and together with the specialists and the 
investigator, establish which items in an investigation are 
likely to provide the most useful information. This enables 
the specialists to focus on exactly what is needed and 
makes best use of their time and resources. The selected 
items then proceed into the search precinct where a team 
of specialists from different forensic disciplines work 
together to harvest the evidence. 

“We really flipped the old concept on its head,” Dr Walsh 
says. “We did meet some resistance. And in practical 
terms a scientist working in analytical chemistry does 
need certain features in their working environment that 
might be different to a scientist wanting to undertake some 
biological or biochemistry application. 

“There are natural barriers to bringing those capabilities 
together. So it took a fair bit of work. It meant we had to 
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AFP Commissioner Andrew Colvin and 
Prime Minister Malcolm Turnbull open the 
AFP’s new Forensics Facility on 3 August. 


LI .170 
Prep 
Exam L3 


1 left: National Manager Specialist 
Operations Dr Simon Walsh, Minister for 
Justice Michael Keenan, Prime Minister 
Malcolm Turnbull, Acting Chief Forensic 
Scientist Dr Sarah Benson and AFP 
Commissioner Andrew Colvin discuss 
the AFP’s new Forensics Centre. 
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Open, spacious and 
world class - the AFP 
Forenscis Facility 
was designed for 
integration and 
collaboration. 


change process and it meant we had to change standard 
operating procedures; we had to change people’s training 
skills and competencies. Then we had to think about a 
built environment that would enable multidisciplinary work 
to occur.” 

Design excellence 

The design excellence of the facility delivers in spades. Just 
arriving at the facility is impressive. It’s state-of-the-art, it’s 
world class, it’s ultra-modern (as you’d expect). It’s all those 
things - but it is more than that. It is a purpose-designed 
idea in material form. 

“We went with the principles,” says Dr Walsh. “The 
architects then went with the plan.” 

Dr Walsh says the physical layout has absolutely helped 
deliver on the design principles and the business model. 

He says it was the architects that came up with how that 
would work. 

“They talked about how the bush would come passively into 
the facility - basically have this connectivity with our bush 
setting and I remember thinking ‘whatever’. But it does feel 
like you’re in a fantastic work environment.” 

The open spaces of the facility are broad and expansive. 

The collaborative dining areas coalesce into a central 
corridor through the ground floor that is now known as 
Main Street. Dr Walsh says this was all the architect’s 
thinking. 


The phenomenon of collective and collaborative space 
is echoed by everyone in some form or another. The 
diverse specialists talk of “bumping into each other” and 
“rubbing shoulders” where once the same specialists were 
hampered by the design of the former rented premises. 

The new facility has even inspired a new social club. 

As one member of the planning team, it is everything that 
Dr Walsh hoped for and more. He is quick to add, that it is 
the realisation and collaboration of numerous contributions 
and suggestions from staff during the long but fruitful 
journey from concept to completion. 

“The architects were very strong in saying that the facility 
will drive innovation, that it will drive conversations where 
new solutions are identified through completely different 
thinking. 

“That has proved to be the case and there have been other 
examples where chemists have connected with digital 
forensics specialists and between them found out or 
thought about a new way to approach an existing problem. 

“That is testament to me that we are on the right track.” 
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True 

believers 


The positive attitude of staff at the 
AFP’s new Forensics facility is the best 
promotional tool for the benefits of this 
new world-class facility. 

There is no doubt that the AFP’s new 
state-of-the-art Forensics facility at 
the Majura Complex is an outstanding 
facility. ‘World class’ is a term that is 
used for many things. But there is just no 
other way to describe the facility other 
than a landmark in forensics excellence 
anywhere in the world. 

Officially launched on 3 August, 2016, 
by Prime Minister Malcolm Turnbull, 
the facility has not only exceeded 
expectations but new opportunities and 
value-adding capabilities are presenting 
themselves from unexpected sources. 

It is impossible to miss the modern, 
contemporary atmosphere of the facility. 

It practically exudes a sense of excellence. 
What is not readily apparent is the saving 
of resources, new economies of effort and 
the new capabilities of this purpose-built 
facility that has been designed from the 
ground up. 

Just ask the staff. 


Innovation 

Fingerprint expert Rachael Kennedy is leading the first 
specialists to reap the core benefit of the new facility. 

She is in the first rotation of the new search precinct where 
key items are examined and evidence is harvested by 
multidisciplinary teams. 

Specialist members from across the Forensics portfolio will 
rotate through the Search Precinct on a six-monthly basis. 

Under the new consultation model, staff in the Forensics 
Operations Centre (FOC) triages information and items 
collected during an investigation. Through discussions 
between the FOC, the investigators and often crime scene 
members, the FOC determines which of the exhibits are 
most likely to provide answers to the questions that are 
key to the investigation. These priority items are then sent 
through to the search precinct for examination. 

The search precinct methodology streamlines the exhibit 
examination process through collaborative examination 
by variety of forensic specialists. This basically flips the 
traditional forensics methodology of passing items of 
evidence consecutively from one specialist discipline 
to another. 

Rachael says the new method vastly increases the efficiency 
of extracting evidence and maximises the use of resources. 

“If an item comes in and we need fingerprints, that item can 
be opened once, examined for fingerprints and biological 
evidence then sealed and returned to the investigator. The 
evidence harvested then goes to the discipline-specific 
laboratories for analysis.” 

She says the search precinct methodology was a key 
element in the design principles for the new building. The 
new facility includes improved laboratory spaces designed 
to be flexible while meeting the necessary specialist criteria 
for evidence examination. 

“The new facility gives us different levels of laboratory 
design depending on how different items need to be 
handled,” Rachael says. “We are continuing to minimise the 
potential for cross-contamination between items and jobs 
so we maintain the quality of work we are renowned for.” 

It also allows for new experiences as part of a multi¬ 
disciplinary team of specialists and includes cross-training 
opportunities. “I took my fingerprinting skills into the search 
precinct but I’m also learning other skills such as the DNA 
swabbing, photography of shoe wear and other forensic 
skill that I haven’t used since moving from crime scenes 
examination into my specialised fingerprint examiner role 
10 years ago.” 
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The new method 
vastly increases the efficiency 
of extracting evidence and 
maximises the use of resources 
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The first six-month rotation 
of the search-precinct staff 
are keen supporters of the 
new integrated approach to 
harvesting evidence. 











Digital Forensics 
specialist Andrew 
Gleeson says tfreftiew 
facility has enabled 
better collaboration with 
investigators. 



///////// 


Chemical 
Criminalistics 
senior team member 
Brenda Woods. , 
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Designed for the future 

The other benefit of being built from the ground up is that 
all laboratory and workshop requirements have been 
catered to specifically for each discipline, rather than having 
to meet the space limitations of an existing rented space. 

Firearms expert Michael Jackson says the weapons 
and armoury specialists were the big winners in this 
department. “The crux of it is that we have a purpose-built 
facility here now,” Michael says. 

The new facility includes a number of dedicated areas, 
including microscope examination rooms, serial number 
restoration area, reloading rooms and examination room. 

The facility houses an armoury to deliver AFP-wide 
requirements for firearms and ammunitions. The armoury 
incorporates a machine-manufacturing room to make 
firearm components as well as a purpose-built forensic 
shooting range. 

Michael says that new instrumentation exceeds previous 
capabilities and now includes new chronographs that 
are a lot more accurate than the AFP has ever had. It also 
includes wet and dry bullet-recovery barrels. 

“Everything was really very cramped before and we 
have got a lot more space that meets specific roles in 
specific areas as opposed to trying to use one area as an 
examination room and then doing reloading or whatever the 
case may be,” he says. 

“We don’t have to change an area around to carry out a 
specific task. We can move to one area for a specific zone 
then move to another area to do a specific analysis in 
that area.” 












New capabilities 

Increased capability enabled by design planning is a 
feature across disciplines. The AFP’s Chemical Criminalistics 
specialists analyse trace evidence from items such as glass, 
paint, fibres, textiles, explosives, miscellaneous white 
powder examinations, gun-shot residue and explosives. 

The move into the new facility has coincided with the 
addition of soil analysis by the Chemical Criminalistics 
team, which was previously outsourced. Brenda Woods has 
recently completed her PhD in soil examinations and is now 
conducting operational analyses at the facility. 

“If we have a soil sample on a shovel in the back of a 
suspect’s vehicle, for example, we can then compare the 
soil recovered from that shovel to soil at a location where an 
item of evidence has been recovered,” Brenda says. 

The capability has already been applied to investigations 
in the Australian Capital Territory (ACT) to exclude or 
include soil samples taken from items of evidence that have 
contributed to convictions. 

Currently, the team is conducting straight comparisons 
between evidence and other soils. The team is hoping to 
move into the area of soil provenancing - where analysis 
aims to determine where an unknown soil sample may have 
come from. 


“If all you have is a shovel in the back of a suspect’s vehicle 
and it has some soil - the question is where could that soil 
have come from? So that is the provenancing work we are 
looking at expanding into in the next 12-18 months. That is 
a huge development for the Chemical Criminalistics team,” 
Brenda says. 

Forensics is now working toward attaining Australian 
Quarantine and Inspection Service certification, which 
will permit soil samples being transported across the ACT 
border and allow the testing of soil samples from other 
jurisdictions, including internationally. 

The new facility has also assisted AFP Forensic Biologists 
to further reduce the possibility of cross-contamination 
with a state of art one-way air flow system through the 
laboratory spaces. 

Biologist Sarah Flawley finished her graduate program 
year with the AFP in 2015. With more than 18 months 
of experience at the old facility, she says there is no 
comparison. 

Sarah says the new facility has two separate laboratories 
side-by-side, which provides a greater physical separation 
between the crime scene and reference samples. “The 
samples are analysed in two completely different machines, 
in two different rooms and totally different sets of 
equipment,” Sarah says. “They are kept separate the whole 
way through the process, preventing the possibility of 
contamination.” 


Down on Main Street: 
Forensic Biologists 
Melissa Neskoski, left, 
Sarah Hawley, Josh 
Schwartz and Kaymann 
Cho walk the central 
corridor that links all 
laboratories and open 
spaces on the ground 
floor of the new AFP 
Forensics Facility. 
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Australian Defence 
Force Technical 
Liaison Officer 
Steve Harris says 
the new facility 
has produced 
exponential returns 
on integration and 
collaboration. 



The actual design and 
makeup of the building 
is designed to create a 
collaborative approach to 
everything and I think it 
has had an exponential 
return - it has absolutely 
achieved its aims. 


Partnerships 

National Manager Specialist Operations Dr Simon Walsh 
says an unexpected outcome of the new building is the 
increase in collaboration with partner agencies. He says the 
facility is a showcase for forensics and a nexus for shared 
interests with academic and scientific agencies to domestic 
and international law enforcement partners. 

This phenomenon has been observed by many. Digital 
Forensics specialist Andrew Gleeson says the building has 
helped greatly with liaising with investigators. 

“As digital forensics examiners, we work with investigators 
when they encounter computing devices at a scene,” 

Andrew says. “We try to help them understand how a device 
has been used in relation to the matter they are working on. 

“It is great to bring investigators into this building to talk 
about their problems and challenges and come up with 
solutions for them. 

“The old building was quite closed off. Each little area 
was its own little cavern, its own little cave, so that made 
it harder to go and find other people who could perhaps 
contribute to a solution.” 

Australian Defence Force Technical Liaison Officer Steve 
Harris echoes these sentiments. 



Chemical Criminalistics team members at work in the AFP’s $106 million facility. 
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Project officer 
Dr Serena Abbondante 
and National Manager 
Specialist Operations 
Dr Simon Walsh are 
immensely proud 
of the new AFP 
Forensics Facility. 



“The actual design and makeup of the building is designed 
to create a collaborative approach to everything and I 
think it has had an exponential return - it has absolutely 
achieved its aims,” Warrant Officer Class One Harris says. 

“All of sudden, you have free access to everybody, whether 
in the lunch room, the open area in the foyer on the ground 
floor or whether it’s the ability to walk up to their desk and 
ask them a question right on the spot. 

“You can resolve things before they become issues with 
a short answer. The economy of effort it has created is 
fantastic; you don’t have to wait for a response for several 
days.” 

Dr Walsh is understandably pleased. As a member of 
the planning team, he was instrumental in creating the 
vision forthe new facility. The launch of the facility and its 
evolving success he says is “testament to me that we are on 
the right track”. 

“It was an opportunity to reset, determine the way that we 
wanted to work, and to build a facility to support that future 
business model. 

“We welcome the future of forensics in this purpose- 
built facility that has integration, collaboration, and 
responsiveness at the core of its design and function.” 
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Maritime Border Command 
and the Australian Defence 
Force’s HMAS Newcastle 
combined to interdict the 
mothership 200 nautical miles 
off the Queensland coast. 


seas arrests 


A joint international drug operation seizes 
90 litres of meth and detains the mother ship 
offthe Queensland coast. 
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It was like something out of an action movie, with all the 
drama of a high-paced crime script. Night-time beach 
arrests, a navy boat chase, international intelligence¬ 
sharing with the Chinese and the seizure of narcotics worth 
millions of dollars. Operation Kragle saw eight men and 
the seizure of 90 litres of liquid methamphetamine worth 
$54 million. 

In the small hours of Remembrance Day (11 November), 
under a cloak of darkness, a vessel lands bayside on to the 
northern Sydney peninsula suburb of Palm Beach. 

At exactly 9:46pm the night before, the small vessel had 
been observed approximately 80 nautical miles east of the 
Hawkesbury Inlet (NSW) heading away from its mothership. 

When it landed, two men on the beach met a further three 
aboard the vessel and three barrels were taken off the boat 
and placed on the beach. But the five men weren’t alone. 

That’s when AFP investigators sprang into action and 
arrested all five men. They were charged with the 
importation and possession of a commercial quantity 
of a border controlled drugs and face a possible lifetime 
in prison. 

AFP Acting Deputy Commissioner Operations Neil Gaughan 
praised the joint effort across the organisation in bring to 
resolution a very complex operation. 

“It had more twists and turns than a cobra but thanks to 
the tireless efforts of the Sydney Crime Operations teams, 
Forensics and Capability Support and the Crime Operations 
National Coordination team at AFP HQ, eight men were 
arrested and $54 million of drugs seized,” Acting Deputy 
Commissioner Gaughan said. 

That was the first scene. Cue opening credits. Now what to 
do with the mothership? 

The AFP sought assistance of Maritime Border Command to 
interdict the large fishing vessel. At 0746 hours on Sunday 
13 November 2016, FIMAS Newcastle interdicted the fishing 
vessel 200 nautical miles east of Flervey Bay, Queensland. 

The three member crew of the fishing vessel where 
transported back abroad the FIMAS Newcastle and arrived 
at NPCMA Kuttabul (Garden Island) where they were 
arrested by the AFP. The fishing vessel was towed to the 
Australian Border Force facility at Neutral Bay in Sydney 
Harbour. The crew was subsequently charged with aid and 
abets the importation a commercial quantity of a border 
controlled drug and they also face a life behind bars. 

This interception comes as a result of the strong ties and 
intelligence gained from our law enforcement partners 
in China. 
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On 31 October 2016, the AFP received intelligence from the 
Chinese Narcotics Control Bureau (NCB) through Taskforce 
Blaze that Chinese-based suspects are organising a 
shipment of border controlled drugs into Australia via a 
marine vessel from China. 

Acting Deputy Commissioner Operations Neil Gaughan 
said this significant cooperation with our Chinese law 
enforcement counterparts is already paying substantial 
dividends. 

“Criminal syndicates are on notice that Taskforce Blaze, a 
partnership developed between the AFP and the Chinese 
National Narcotics Control Commission (NNCC), is taking 
the fight to the source,” Acting Deputy Commissioner 
Gaughan said. 

“Australia is the only Western police force to have such a 
significant arrangement, and the level of collaboration we 
have with Chinese authorities is unprecedented. 

“I want to congratulate our officers and the Chinese National 
Narcotics Control Commission on their commitment to 
fighting the threat of transnational drug crime over the 
past year through our joint taskforce aimed at targeting 
methamphetamine importation,” he said. 

Director Deng, Director of Guangdong Provincial Narcotics 
Control Bureau and Chinese officer in charge of the 
Command Center of Taskforce Blaze praised the efforts of 
all involved. 

“This successful operation again shows how law 
enforcement agencies from China and Australia working 
shoulder to shoulder with strong determination to combat 
multinational drug crimes, can have a strong impact on 
organised crime groups,” Director Deng said. 

ABF Regional Commander NSW, Tim Fitzgerald, said this 
outcome was testament to the success of continued 
cooperation among domestic and international law 
enforcement agencies. 

“By sharing intelligence and capabilities with our partners, 
we continue to target, detect and seize illicit drugs at our 
border before they reach vulnerable Australians,” Regional 
Commander Fitzgerald said. 

Commander MBC, Rear Admiral Peter Laver, also praised 
the close collaboration between Australian and Chinese law 
enforcement agencies and the Australian Defence Force, 
which was critical to the success of this operation. 

”MBC is committed to working with Australian law 
enforcement agencies and like-minded international 
partners to respond to illegal activity in Australia’s 
maritime domain,” Rear Admiral Laver said. 


Maritime Border Command and 
the Australian Defence Force’s 
HMAS Newcastle combined 
to interdict the mother ship 
200 nautical miles off the 
Queensland coast. 
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Operation Kragle 
saw eight men 
arrested. 


Approximately 
90 litres of liquid 
methamphetamine 
worth $54 million 
was seized during 
Operation Kragle. 


Strong ties and intelligence 
with the AFP’s Chinese law 
enforcement partners produced 
an operation worthy of a high¬ 
paced crime script. 
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Picture this: you’re a sworn police officer driving through 
the back streets of a bustling Australian city. A car emerges 
from a corner ahead; unbeknownst to you, it’s a high profile 
target. Fortunately, your vehicle is three steps ahead. 

An in-built camera system identifies the target using central 
number plate recognition software. As you register the car’s 
presence, an automated central checking system is already 
processing an instant analysis of multiple data sources, 
creating links and sending meaningful information to your 
mobile device. 

You have a decision to make, and you are already holding 
all the relevant information in your hand. 

Working towards developing capability to automate 
and link searches and utilise mobile technologies in 
support of policing operations, the AFP’s Technology and 
Innovation (T&l) portfolio is transforming the information 
and communications space to see technology moulded 
to the needs of the individual, such as the hypothetical 
example above. 

T&l has embarked on an extensive course of engagement 
with AFP staff as part of transformational programs 
currently underway. The aim is to develop person-centric 
systems that meet the needs of the end-user. 

“We’re asking people what it is they need to do their job,” 
says T&l Strategy and Engagement Coordinator Brad Aitken. 

“Where police were once bound by the physical 
restrictions of technology, we’re looking at building our 
technology around the in-field requirements of police. Our 
communication engineers have spent months talking to our 
end-users, asking how we can provide solutions that meet 
their needs. We’re talking about painting a future in which 
technology lets users say ‘I can’.” 

As part of this engagement process, technology specialists 
have identified some key areas in which technology can 
step up to automate information tasks currently undertaken 
by police, and then take it one step further to link 
information from different systems to produce analysed, 
meaningful knowledge. 


The aim is to develop person¬ 
centric systems that meet 
the needs of the end-user. 


The AFP is transforming the 
information and communications 
space through four innovative 
programs. 
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Turningjdata 
into knowledge- 

The AFP’s Technology & Innovation 
team is working on ideas to support 
operational capability for the future. 
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For Acting National Manager Technology & Innovation Craig 
Petrie, the opportunities ICT presents to the organisational 
are transformational. “We have four key programs which 
are looking at turning information into knowledge,” he 
says. “Some of these are developing our infrastructure and 
systems to ensure we can handle the technologies that we 
want to deploy.” 

These include the Data Centre Transition program which 
modernizes the AFP storage and compute functions 
including cloud technologies and the Continuous 
Improvement Program which is upgrading other key 
components of the AFP’s ICT Infrastructure. 

“To the average AFP system user, this is the back of house 
stuff,” Craig says. The other two programs will become more 
apparent to AFP staff as they are delivered. This includes 
the Unified Operational Communications Program which 
will provide AFP members with personal communication 
devices that will receive the information they need, when 
they need it, and where they need it. And the final of the 
four programs is the Integrated Information Environment 
(HE). It is this program that is organising and provisioning 
information in scenarios such as that described at the start 
of this piece. 

“After the September n attacks, the 9/11 Commission 
Report [released in 2004] documented that information 
kept in silos hampered the information sharing and analysis 
that is critical to maximising the value of information.” 

Craig says. 

“Pieces of information by themselves can be useful, but 
the convergence of multiple pieces of information, the 
analysis of that information, is what really turns that data 
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into knowledge that law enforcement can effectively use to 
prevent crime,” he says. 

An HE program aims to anticipate growth in the scale and 
complexity of data repositories. More than a database, 
the HE will deliver information as integrated knowledge, 
making connections and generating meaning faster than 
ever before. 

“What we are looking at doing with our technology 
capability,” Craig explains, “is increasing the efficiency 
of this information analysis process by automating it and 
building smarter systems that link key data and present it 
in-the-field to the police who can respond and act,” he says. 

At their core, the programs will unlock opportunities to 
leverage the contemporary information environment. The 
AFP is increasingly moving away from the bricks and mortar 
of traditional industrial structures, in favour of practical, 
cost-effective network solutions. 

The AFP will further benefit from the flexibility to choose 
from multiple service providers, ensuring the best fit 
for the organisation. The programs underway will also 
maximise operational benefits from commercially available 
smartphone products and apps. 

While the behind-the-scenes work is extensive, Craig Petrie 
sees a bright future based on solutions that serve the AFP 
as a proactive policing agency. 

“It’s in the name; more than a service provider, Technology 
& Innovation is an innovative, forward-thinking portfolio. 
From investigations of international consequence, to 
ensuring safety in our local communities, T&l is empowering 
every AFP member to do their job knowing they are part of 
something bigger”. 
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At their core, the programs will 
unlock opportunities to leverage the 
contemporary information environment. 
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The AFP’s new cybercrime 
capability is to counter 
the increase of organised 
crime in cyberspace. 


Hunched over the computer under fluorescent light, 
multiple screens scroll through a data-base of names 
- a cyber-criminal is targeting numerous people in 
multiple countries all at once. 

The set-up doesn’t have to be sophisticated - 
cyber-criminals can run an operation from a single 
laptop with access to the internet - however in the 
experience of AFP Cybercrime Operations the number, 
type and sophistication of cyber threats is only 
increasing. 

The Australian Cyber Security Centre, of which the 
AFP is one of six partner agencies, has also warned 
of the threat posed by transnational serious and 
organised cybercrime syndicates, specifically 
those which develop, sell and use sophisticated 
techniques to access networks and systems impacting 
Australia’s interests. 

Recognising cyberspace as a vector for serious and 
organised criminal activity has seen Cybercrime 
Operations re-located to the Organised Crime and 
Cyber portfolio. Together with the development of a 
tiered cyber training curriculum, placing cybercrime 
at the centre of AFP business is intended, overtime, 
to raise the awareness, skills and abilities of the 
organisation as a whole. 

The role of AFP Cybercrime Operations is to coordinate 
and lead the investigation of serious and organised 
criminal cyber activity impacting critical infrastructure 
or systems of national significance. In terms of 
priorities they are focused on intrusions (unauthorised 
access, modification, theft or destruction of data), 
hacktivism (malicious activity by issue motivated 
groups or individuals), extortion and infrastructure 
that is created or used for the sale and distribution of 
cybercrime products and services. 

AFP Manager Cyber Crime Operations Commander 
David McLean says an understanding of cybercrime is 
vital to countering the threat, risk and impact. “The AFP 
works to achieve this by defining, detecting, deterring, 
disruptingand dismantlingthethreat. Butto deliver 
this response, the AFP cannot work in isolation,” 
Commander McLean says. 

The implication of cybercrime to Australia is significant. 
Almost every person in Australia is affected by 
cybercrime, from spam emails announcing a lottery win 
to dealing with one of the more than 20,000 new virus 
infections every day. 
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And cybercrime is a lucrative illegal global business, 
estimated to cost the Australian economy up to 
$17 billion each year. 

“Any large money-making enterprise is bound to 
become commercialised and cybercrime is no different. 
There is increasing scope and incentive for people to 
get involved,” Commander McLean says. 

As part of a collaborative approach to combatting 
cybercrime, the AFP is a member of the Australian 
Cyber Security Centre (ACSC). The ACSC brings together 
the Australian Government’s operational cyber security 
capabilities in one location to share threat information 
and combat sophisticated cyber security threats. 

It also includes the Australian Criminal Intelligence 
Commission, the Australian Security Intelligence 
Organisation, the Australian Signals Directorate, the 
Computer Emergency Response Team Australia and the 
Defence Intelligence Organisation. 

To help combat the ongoing threat, earlier this year the 
Government unveiled a $23om cyber security program; 
Australia’s Cyber Security Strategy. 

The strategy is the result of a long-standing review 
led by the Department of Prime Minister and Cabinet. 
Part of the funding sees an increase in the number of 
specialists conductingthreat detection and awareness, 
technical analysis and forensic assessments of 
cybercrime for both the AFP and the ACIC. 


The AFP was allocated $20.4 million over 3.5 years for 
25 extra specialist staff. 

Manager Cyber Crime Operations Commander David 
McLean said the new funding will not only provide 
an increase in cybercrime investigators but also in 
essential, complementary disciplines such as digital 
forensics and intelligence. 

“The strategy provides for new in-house training, 
including new modules in recruit and detective training 
and eLearning for existing personnel, all of which are 
essential for a cyber- smart law enforcement agency” 
he said. 

In line with the diversity and inclusion study 
undertaken across the AFP earlier this year, it is also 
hoped specialist recruitment opportunities attract a 
diverse range of applicants. 

“By specifically targeting cyber skills, we hope to 
provide opportunity and another avenue to attract 
women who may be less inclined to apply for more 
traditional policing roles,” Commander McLean said. 

The increased budget is also funding new cybercrime- 
specific overseas liaison roles in London and 
Washington DC to add to other cyber-related 
deployments already established in Singapore and 
The Hague. 
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In additional to working closely with established North 
American and European partners, the Cybercrime 
Liaison Officers in Washington DC and London will 
be responsible for identifying new relationships and 
opportunities that support our mission to counterthe 
threat, risk and impact of cybercrime. 

“The position in Washington DC is already up and 
running and the London role is expected to come on¬ 
line in early 2017. The AFP International Network has 
long been regarded the jewel in the AFP’s crown and the 
addition of new cyber-focussed roles will strengthen 
our international reputation. Our future as a leader 
in international law enforcement will be marked by 
our ability to master cyber as a domain,” Commander 
McLean said. 

Partnerships 

As part of the AFP’s international role and 
responsibilities, Commander McLean is chair of the 
Five Eyes Law Enforcement Group Cybercrime Working 
Group which comprises representatives from the 
Australian Criminal Intelligence Commission, Federal 
Bureau of Investigation, New Zealand Police, Royal 
Canadian Mounted Police, UK National Crime Agency, 

US Immigration and Customs Enforcement and the 
United States Secret Service. 


As Chair of the Working Group, Commander McLean 
has overseen the development of an ambitious 
international strategy to combat cybercrime as well as 
the development of models to define and help address 
the challenges of the darkweb. 

“The strategy is ambitious and needs to be. Very 
sophisticated cyber adversaries have presented us 
with a significant and constantly evolving challenge,” 
Commander McLean says. 

“We are also re-engineering our domestic approach to 
include co-location with state police cybercrime teams 
and the establishment of Joint Cyber Security Centres in 
the major capitals. 

“The Joint Cyber Security Centres will be co-designed 
with industry partners and operate as satellites of the 
Australian Cyber Security Centre in Canberra” says 
Commander McLean. 

To leverage off the capacity and capability of state 
and territory partners - and create a flexible national 
resource that can focus on the highest priority 
cybercrime threats - the AFP is also sponsoring a newly 
endorsed national-level Cybercrime Joint Management 
Group (JMG) under the auspices of the Serious and 
Organised Crime Coordination Committee (SOCCC). 

The Cybercrime JMG will meet for the first time in 
early 2017. 
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Romanian hackers stole half a million credit 
card numbers from Australians at a cost 
of $30 million in fraudulent transactions, 
with an estimated exposure value, in 
Australia, of approximately $1 billion. 

The stolen credit card data was used to create 
false credit cards, enabling thousands of 
counterfeit transactions to be carried out in 
a number of overseas locations, including 
Europe, Asia, the United States and Australia. 

The AFP liaised extensively with the 
Romanian National Police resulting in a 
joint investigation. This investigation led 
to the arrest and subsequent prosecution of 
seven Romanians (currently before court). 

This investigation demonstrates the 
importance of the AFP’s close working 
relationship with its international law 
enforcement counterparts, private industry 
and the financial sector to combat cybercrime 
and to bring those responsible to justice. 
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The Australian Cyber Security Centre’s 2016 
Threat Report was publicly released in October 
and highlighted the challenges for Australia. 

The report noted that cybercrime remains a pervasive 
threat to Australia’s national interests and prosperity. 

Australia’s relative wealth and ubiquitous use 
of social media, online banking and government 
services make it an attractive target for 
serious and organised criminal syndicates. 

Cybercrime is also perceived to be a low-risk 
and high-return crime type. It can be lucrative, 
and cybercrime tools can be easily accessed and 
traded through online marketplaces and forums. 

A challenge for the AFP is under-reporting of 
incidents, which make it difficult to accurately 
assess the extent and impact of cybercrime and 
of course to catch and prosecute criminals. 

The AFP together with its ACSC partners is developing 
programs to engage with stakeholders across public 
and private organisations as well as academia. 

Early reporting of cybercrime will better enable 
the AFP and its partners to triage, mitigate or 
respond to the threat if required. Improved 
reporting will assist the AFP in developing a 
better understanding of the threat picture. 
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Clearer picture 

The Australian Institute of Criminology is set 
to deliver the AFP its most comprehensive 
look at missing persons since 2008. 


The Australian Institute of Criminology (AIC) is set to deliver 
the AFP the first comprehensive look at missing persons in 
Australia in eight years - with the impending release of the 
Missing Persons in Australia report due out in April 2017. 

In the lead-up to the release, the AFP National 
Missing Persons Coordination Centre (NMPCC) - who 
commissioned the report - received a comprehensive AIC 
‘Statistical Bulletin’, outlining important highlights from 
data gathered to date. 

Released in November 2016, the Bulletin coincided with the 
AFP-chaired Police Consultative Group on Missing Persons 
forum, comprising heads of state and territory missing 
persons units. 

The NMPCC plays a critical role in Australia, managing 
the national register of missing persons and, on behalf of 
all state and territory police, profiling long-term missing 
person cases across the nation. 

It also drives national coordination of state and territory 
police missing persons units and raises awareness of the 
significant issues and impacts surrounding missing persons 
in Australia. 

While AIC researchers have noted that the statistics in 
the November bulletin are not exhaustive, they provide 
details on emerging trends about the number of Australians 
reported missing, their reasons for going missing, how long 
they remain missing, and how many of those reported are 
then later found. 

Among the findings were that 58 per cent of those missing 
during 2008-2015 were children aged 0-12 years and young 
people aged 13-17 years. The latter group was reported 
missing at a rate 6.5 times the national average. 

Flowever, 97 per cent or more of those reported missing are 
located - and almost all of these are found alive. Even so, 
around 60 per cent or more of reported missing are located 
within 48 hours. Fifteen to 19 per cent remain missing for up 
to a month or more. 


While the majority of missing persons’ research reports age, 
gender and ethnicity, the final report will provide a more 
complete picture of the circumstances and consequences 
surrounding people going missing. 

Once published, Missing Persons in Australia will add to 
the findings, further exploring stranger and parental child 
abduction, Australians missing overseas, and links between 
missing persons and domestic violence. 

Vulnerable groups at risk of going missing will also be 
explored, and for the first time there will be statistics on 
Indigenous Australians. 

Supported by the missing 
persons sector and families 
and friends of missing 
persons, the report will 
mark the first time such 
research has focused on the 
issue at a national level. 

The last research undertaken of this kind was in 2008, 
using data from 2004-2006. 

The findings will incorporate literature from Australia, 
the UK, US and Canada - and consider the legislative, 
procedural and social changes that may impact on missing 
persons - including access to personal information and the 
role of social media. 

As data recording practices are enhanced in police 
agencies, report researchers say that in future, information 
will be gathered to provide a clearer picture of what leads to 
a person that go missing - and what can be done to reduce 
incidence and minimise the consequences. 
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The work of the AFP National 
Missing Persons Coordination 
Centre flows into many 
organisations - including 
with the Daniel Morcombe 
Foundation. 


Major new trends 


Missing Persons Statistical Bulletin 


305,268 


missing persons’ reports 
were recorded by state and territory police. 


Rates of reported missing persons increased in Victoria 
(from 125 to 169 per 100,000) and decreased in 
Tasmania (37 to 26 per 100,000). 


Age & sex 


Males comprised 53 per cent of 

those reported missing and females LL / per cent. 


58 per cent of those reported missing during 
2008-15 were children aged 0-12 years and young 
people aged 13-17 years. The latter group was reported 
missing at a rate six times or more of that for other 
age groups. 


60 


Almost percent of 13-17 year olds 

reported missing are female in the Northern Territory 
and Queensland,. 


Half or more of missing persons’ 

reports in NSW, Queensland and the ACT related to 
people who had gone missing more than once. 


Indigenous Australians 


Figures show that the proportion of Indigenous persons 
reported missing was highest in the Northern Territory 
at 59 per cent and lowest in Victoria at ^ per cent. 


Investigation outcomes 


^^percent or more of the reported missing 
are located. Of those who are located, almost all 
are found alive. 


60 


Approximately W per cent or more of reported 
missing are located within 48 hours. Fifteen to 19 per 
cent remain missing for up to a month or more. 
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Unauthorised 

transmissions 

AFP charge a 19-year-old man with serious offences 
related to the alleged endangering of aircraft. 


For most of us flying is all about getting to the airport on 
time. But there is so much more to air travel with an entire 
industry keeping around a million people airborne across 
the world at any one time. 

One important aspect of flying is air traffic control, 
something we don’t generally think about until its safe 
delivery is interfered with. 

That is what happened in Victoria in October-Novemberthis 
year when a number of aircraft received unauthorised radio 
transmissions. 

Between 5 September 2016 and 3 November 2016, there 
were 16 separate incidents at Melbourne and Avalon 
airport’s causing interference with air traffic control. 

An AFP-led investigation was launched into the 
transmissions with the assistance of Airservices Australia 
(ASA) and the Australian Communication and Media 
Authority (ACMA). 

On 21 November 2016, the AFP arrested a 19-year-old 
Rockbank (Victoria) man and subsequently charged him 
with serious offences related to the alleged endangering of 
aircraft. 

The AFP’s National Manager of Crime Operations, acting 
Assistant Commissioner Chris Sheehan said this arrest 


demonstrates how law enforcement takes the safety of the 
airline industry very seriously. 

“The current security measures in place for the airline 
industry are robust, and the traveling public should be 
reassured we are treating this matter appropriately,” acting 
Assistant Commissioner Chris Sheehan said. 

“These incidents were thoroughly investigated by the AFP 
with the technical support of ASA and the ACMA. 

“This 19-year-old man faces a maximum penalty of up to 20 
years’ imprisonment,” he said. 

“The AFP also acknowledges the close working relationship 
with Qantas and Virgin Australia Group and the assistance 
provided particularly during the early stages of the 
investigation.” 

The man appeared before the Melbourne Magistrates 
Court charged with four counts of endangering the safety 
of aircraft and one count of interference likely to endanger 
safety or cause loss or damage. 

AFP Coordinator Crime Operations Melbourne, Federal 
Agent Wendy Rix warns those thinking of replicating this 
behaviour should expect to get caught. 

“With the assistance of the partner agencies and the 
airlines, in addition to information provided by the 
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ACMA uses a range of technologies 
and techniques to investigate and 
locate the sources of unauthorized 
or interfering transmissions across 
the radio frequency spectrum. 





public, we were able to identify the locations where the 
transmissions occurred,” Federal Agent Rix said. 

“This information, in addition to our investigations allowed 
us to track down the alleged offender. 

“The AFP takes these offences very seriously and will 
prosecute those seeking to copy this behaviour.” 

While the transmissions are concerning, the ASA says 
there is no current threat to the safety and security of 
the travelling public as a result of these alleged radio 
transmissions in Victoria. 

“Airservices worked closely with the AFP throughout this 
investigation to ensure the safety and security of the 
travelling public,” Airservices Southern Operations Manager 
Stephen Clarke said. 

“Airservices has appropriate procedures, processes and 
systems in place to ensure the safety of aviation operations 
at Melbourne and Avalon airports, and across the country 
and for the travelling public.” 

ACMA uses a range of technologies and techniques to 
investigate and locate the sources of unauthorized or 
interfering transmissions across the radio frequency 
spectrum. 




Watch a video about this Investigation. 


A 19-year-old Rockbank man 
was arrested and subsequently 
charged with serious offences 
related to the alleged 
endangering of aircraft. 


Members of the public are reminded unauthorised 
transmissions may be an offence under the Radio 
Communications Act 1992 (Cth). 
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Farewell 

Retiring ACs share their love of community policing 
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Last month the AFP farewelled three of its most senior 
officers with the departure of Assistant Commissioners 
Rudi Lammers, Mandy Newton and Shane Connelly, 
after combined careers of almost 100 years with the 
organisation. 

At the time of leaving, all three spoke fondly of their 
years with the AFP and singled out their time involved in 
community policing as their career highlight. 

Chief Police Officer ACT, Rudi Lammers, joined the AFP in 
1982, starting his career at the city police station, spending 
20 years working on the streets of Canberra before a move 
to national operations. 

”1 enjoyed every moment of getting to know the community 
and working closely with them; feeling their emotions and 
supporting the victims of crime is something I’ll never 
forget,” Assistant Commissioner Lammers says. 

“Without a doubt the highlight was being appointed CPO 
and returning to community police work. Being able to run 
your own police force independently is both humbling and it 
has made me very proud. 

“I am leaving the AFP a very happy, very proud and very 
contented man.” 

In his retirement, AC Lammers has plans to spend more time 
with his family and enjoying more time on the water, fishing 
and sailing. 

Assistant Commissioner Mandy Newton joined the AFP in 
1983 and aside from a six-year break between 1996 and 
2002, when she worked with ACTEW and the Australian Tax 
Office, she enjoyed a varied and rewarding 28-year career 
with the organisation. 

“I had many career highlights, working in juvenile aid, 
supporting communities in need in Afghanistan, South 
Sudan and the Pacific, dealing with the aftermath of the 
Canberra bushfires, developing the Aviation Portfolio and 
managing economic and special operations,” Assistant 
Commissioner Newton says. 


“But the absolute highlight was in community policing in 
the ACT, where I was very proud to be working with the 
community and seeing the difference police made every day 
to other people’s lives whilst serving as Deputy CPO.” 

Assistant Commissioner Newton says she hopes, in some 
small way she has been able to inspire girls and young 
women, in Australia and overseas to consider a career in 
policing. 

In her final year with the AFP, Assistant Commissioner 
Newton has played a significant role in the cultural reform 
work, resulting in the report by former Sex Discrimination 
Commissioner, Elizabeth Broderick. 

“It’s fantastic and important work. At the end of the day it’s 
all about us being fair and reasonable with each other in the 
AFP, accepting that we are all different, allowing for those 
differences, and treating each other with respect.” 

Assistant Commissioner Newton says she was excited 
about retirement and spending more time with hertwo 
great loves outside of policing, surfing and golfing. 

Assistant Commissioner Shane Connelly served with the 
AFP for nearly 33 years, and still remembers signing on in 
early 1984 as a police motorcyclist. 

On retiring, he reflected on the changing nature of policing 
and the major challenges the AFP has faced during his 
tenure. 

“We had to tackle the ‘heroin wars’ of the late 90s when we 
attacked the supply chain vigorously and had a big impact. 

“With September 11 our entire world changed, especially for 
this national security agency. 

“We had to respond swiftly to the Bali bombings, the MPI17 
tragedy, and to devastating tsunamis and other natural 
disasters.” 

Assistant Commissioner Connelly says terrorism and 
cybercrime remain the AFP’s biggest ongoing and future 
challenges. 
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View the farewell video 

for each Assistant Commissioner. 


“Back in the early days when I was a young 
detective, assaults were physical and the 
injuries would generally heal in a matter of 
weeks. With a cyber, or virtual assault, the 
harm and the pain can go on for many years.” 

Assistant Commissioner Connelly 
says he believes the AFP is ready for 
generational change. 

“It’s time for the next generation of AFP 
officers to make their mark, and I wish them 
all the best.” 

Like his fellow retiring colleagues, Assistant 
Commissioner Connelly loves the ocean and 
looks forward to more fishing, sailing, surfing 
and skiing in the years ahead, including his 
first competitive race in the Sydney to Hobart 
classic later this month. 

AFP Commissioner Andrew Colvin wished his 
colleagues well for their future plans. 

“I know I speak for hundreds of AFP members, 
past and present, in thanking Mandy, Rudi 
and Shane for their incredible dedication and 
commitment to the AFP over more than three 
decades,” Commissioner Colvin said. 

“On a personal note, I thank them for their 
unstinting support and friendship over 
many years. 

“Their departures from the AFP leave a 
significant hole in terms of experience and 
policing wisdom and we wish them well in 
the next phase of their lives. All three have 
well and truly earned a long and very happy 
retirement.” 



Farewell 

Assistant Commissioner 
Mandv Newton 
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